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KETS Enterprise VPN Client Download, Installation and Configuration.

1. Open Internet Explorer and open the following address:

ftp://ketsftp.kl12.Ky.us/VPN/KETS%20Enterprise%20VPN%20Client.e

Xe

2. Left click on “Run” in the following dialog box:

File Download - Security Warning x|

Do you want to run or save thizs file?

Mame: KETS Enterprise YPM Clignt, exe
Type: Application, 3.47 ME
From: ketsftp. k12 by .us

Bur Save

YWhile files from the Intermet can be uzeful, thiz file type can
o potentially harm your computer. [F pou do not buzst the source, do not

U ar gave this zoftware. What's the risky

3. Several dialog boxes will open and then close during the installation process.

Once the installation is complete you should see the following dialog box:


ftp://ketsftp.k12.ky.us/VPN/KETS Enterprise VPN Client.exe
ftp://ketsftp.k12.ky.us/VPN/KETS Enterprise VPN Client.exe

KETS Enterprise ¥PN ¥4.686

Install5hield Wizard Complete

The InstallShield ‘Wizard has successfully installed KETS
Enterprize WPM. Before you can uze the program, you must
regtart yaur camputer.

% ez, | want bo restart my compuber o

™ Mo, | will restart my computer later,

Remowve any dizks from their drives, and then click Finish ta
complete setup.

< Back | Finizh I [Cancel

4. Verify that “Yes, | want to restart my computer now” is selected and left click
on “Finish”. Your system should now reboot.

5. Once the system reboots, left click on the “Start” button and then “Programs”
or “All Programs”. You should see a new folder called “KETS Enterprise
VPN which will contain three files/links. Left click on “KETS Enterprise

VPN to start the VPN application.



6. You should now see the following dialog box:

¥ Contivity ¥PN Client 2]
File Edit Options Help

J Dezcription IKETS Enterprize WFM

Djal-up I[N ane] j ﬁl

zer Mame ||

Connection |KETS Enterprise VPN ~|

{

i

o

Pazzswaord I

[T Sawe Pazzword

Destination Ihu:urizu:un.kde.state.ky.us

Connect I Cloze Save

7. Left click on “Options” and then “Authentication Options” and the following

dialog box should open:

Authentication Options d |

£ User Name and Password Authentication

™ Digital Certificate Authentication I j

* Group Securty &uthentication

— Group Secunty Credentials

Group |D |rOUR_GROUP_ID

Group Pazsward I

Group Authentication Options

{~ Challenge Responze Token Optiong > |
= Responze Only Token Optiong > |

% Group Pazsword Authentication

(] 4 I Cancel Help




8. Left click on the box to the right of “Group ID” and type in the Group ID you
received from you District Technology Coordinator.

9. Left click on the box to the right of “Group Password” and type in the Group
Password you received from you District Technology Coordinator.

10. Left Click on *“OK”. You should be returned to the following dialog box:

¥ Contivity ¥PN Client 2]
File Edit Options Help

M Connection |KETS Enterprise YFN ~|

§ _‘} Dezcription IKETS Enterprize WFH

Djal-up I[N one| j ﬂl

zer Mame ||

Pazzswaord I

[T Sawe Pazzword

Destination Ihu:urizu:un.kde.state.ky.us

Connect I Cloze Save

11. Left click “Save” to save the Group ID and Group Password changes.

12. Left click “Close” to complete the installation.

13. Contact the District Technology Coordinator for user User Name and
Password information. For problems or issues with network connectivity,

please contact the KETS Help Desk at ketshelp@kde.state.ky.us or by phone

(866) 538-7435.


mailto:ketshelp@kde.state.ky.us

I1. Making the connection to the KETS Enterprise VPN Server.
1. Leftclick on the “Start” button and then “Programs” or “All Programs” then
“KETS Enterprise VPN” to start the VPN application.

2. You should now see the following dialog box:

¥ Contivity ¥PN Client 2]
File Edit Options Help

Pl M Connection |KETS Enterprise VPN ~|

{ J Dezcription IKETS Enterprize YFPH

Djal-up I[N ane] j ﬁl

Uzer Mame Iuser@district-suffi:-:.ketsds.neﬂ

PaSSWDrd Ixxxxxxxxxxxxxxxxxxxx

[T Save Fazsword

Destination Ihu:urizu:un.kde.state.ky.us

Connect I Cloze Save

3. Left click on the box to the right of “User Name” and enter your full-qualified
user name.

4. Left click on the box to the right on “Password” and enter your password.
(Note: this password will be the same password your use to log into the
machine(s) within your district.”

5. Left click “Connect” and the following dialog box will appear:

Contivity ¥PN Client x|

\i:) Save changes to current Connection?




Click “Save” to save. The client will now remember your user name (you will
still be required to enter your password each time you connect to the VPN
Server.

You should now see the following dialog box:

Security Banner ﬂ

Thiz =yztem iz to be accezsed by ;I
authorized perzonnel of the Kentucky

Departrment af Education anly. By

acceszzing thiz system, pou are

conzenting ko be monitored far

law enforcement purpozes. nautharized

uze of thiz system may subject you to

criminal prozecution and penalites.

IInautharized uzers should log off

immediately!

4 of
Cancel |

Left Click on “OK” and the following dialog box will appear:

Contivity ¥PN Client x|

ATy

I's i

Vjij'w} Contivity WPH Connection Establizhed.

To Disconnect or monitar the connection,
click on the Contivity WPH Client icon
an the right zide of the T azkbar.

[ Do not show this message in the future

Left click on “OK” and this box will close and a KDE logo will appear in the
system tray (lower right hand corner of your desktop). You are now

successfully connected to the KETS Enterprise VPN Server.



10. For problems or issues please contact the KETS Help Desk at

ketshelp@kde.state.ky.us or by phone (866) 538-7435.



mailto:ketshelp@kde.state.ky.us

[11. Disconnecting from the KETS Enterprise VPN Server.
1. Right click on the KDE Logo in the system tray (lower right hand corner of
your desktop). Then click “Disconnect Contivity VPN”.
2. For problems or issues, please contact the KETS Help Desk at

ketshelp@kde.state.ky.us or by phone (866) 538-7435.

10


mailto:ketshelp@kde.state.ky.us

Adding Users to District Enterprise VPN User Group (Note: To be completed by

District Technology Staff only).

1. Identify the users you will grant VPN access to your district.

2. Add those users to “_District Admins\Users and Groups\DIST Enterprise

VPN Users” global security group.

i. Open “Active Directory Users and Computers”

4 Active Directory Users and Computers

@E\\E Action  View Window Help
« - @@ ¥

@ Active Directory Users and Computers [EDXXX000D:
+- (] Saved Queries
= @ ok ketsds.net
= _District Admins
] Service Accounts
Users and Groups
# _Enterprise Admins
- (11 Builtin
(1 Computers
+] @ Contacts
+ Domain Controllers
[ Enterprise Servers
# D FareignSecurityPrindpals
+-(&] Local Servers
+ (] LostAndFound
+ CI MOMLatencyManitors
- (1] NTDS Quotas
+] D Program Data
(&) Staff
(& Students
[ System
+] D Users

# Workstations

X 2 gifiava

Users and Groups 13 objects

EEE
=l=lx|

MName | Type ‘ Description \
!ﬁDHCP Users Security Group - Domain Local Members whao have view-only access to the DHCP s...
mDIFI' Contact Adming Security Group - Domain Local

Users with Enterprise VPN access

ST Enterprise VPN Users

4 DIST Network Operators
QDIST Server Admins

IDIST Staff Account Reset
JIDIST Staff User Admins
IDIST Student Account Reset
TIDIST Student User Admins
noIsT Support Admins

JADIST Workstation Admins
PRAS and 145 Servers
EWins Users

[ e Vo T, Yo T, T 1o, L, L

Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Domain Local
Security Group - Domain Local
Security Group - Domain Local
Security Group - Domain Local
Security Group - Global
Security Group - Global
Security Group - Domain Local
Security Group - Domain Local

Servers in this group can access remote access pro...
Members who have view-only access to the WINS ...
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ii. Right click the “Dist Enterprise VPN Users” group and then select

“Properties”.

@ File Action Wiew Window Help
&=

BE e XF B @ il TE

Active Directory Users and Computers [EDXXX000D: | Users and Groups 13 objects
+-|7] Saved Queries Mame | Type

= @ xxxxx..ket.sds.ne.t ﬁDHCP Users Security Gro
= _District Admins Security Gro

+ Service Accounts
Users and Groups

_Enterprise Admins
(23 Builtin
I:l Computers
Contacts
Domain Controllers Cut b Security Gro
Enterprise Servers Delete Security Gro
[:I FareignSecurityPrincipals ﬁDIST 5  Rename Security Gro
Local Servers LoIsTY — Security Gro
(3 LostAndFound CTRAS an Security Gro
([ MOMLatencyMonitors fhwins L Hep Security Gro
(23 NTDS Quotas
|:| Program Data
Staff

Students
v ﬁ [ e a]

1 Security Gro
Move... Security Gro
Send mail Security Gro
Security Gro
Security Gro

All Tasks ¥

e e s s O Oy O 8y O ey W P
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ili. Select the “Members” tab and click “Add”.

DIST Enterprise VPN Users Properties

General | Members | Member Of || Managed By || Object || Securit'_.r|

Members:

Mame Active Directory Folder

iv. Enter the user object and/or groups that you wish to grant VPN access

and then click “OK” for all open dialog boxes.

3. Provide User with your Districts Group 1D and Password.
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